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MIDDLEWARE FILTER AGENT BETWEEN SERVER AND PDA 



FTF.TX) OF THE INVENTION : 

The present invention relates to the field of synchronizing data between devices. More 
5 particularly, the present invention relates to the field of providing a middleware filter agent to 
filter content sent between a content server and a network device. 



BACKGROUND OF THE INVENTION : 

Communications among web servers, desktop personal computers (PCs), and handheld 

1 0 devices, such as personal digital assistants (PDAs) continues to proliferate. Users desire to share 
data content among all such devices. Currently, users can download data content from a web 
server to their PCs and PDAs through an established network connection. When a user 
synchronizes data between a PDA and a web server, typically a connection is established 
between the PDA, a cradle for the PDA, the PC connected to the cradle, and the web server 

15 coupled to the PC. The order of these connections, and the means by which the data is 

exchanged during data synchronization are determined by the specific application. However, 
with most conventional applications, the user is seldom provided with many details related to the 
data synchronization and the data transferred. Typically, some form of general information is 
displayed on the PC to inform the user, such as the number of files downloaded. In this case, the 

20 PC merely acts as a data transport tool between the web server and the PDA. 

Further, PCs and PDAs include different device specifications. For example, the PC 
includes more memory and greater processing power than the PDA, yet the PDA is easier to carry 
and more convenient. Due to these different characteristics, some content data types are more 
suitable for the PC rather than the PDA, while other content data types are more suitable for the 

25 PDA. 



SUMMARY OF THE INVENTION : 

In a preferred embodiment, a content server provides content to a first network device. 
During data synchronization between the content server and the first network device, content is 
30 sent from the content server to the first network device via a second network device. The second 
network device is coupled in between the content server and the first network device. The 
second network device includes a middleware filter to selectively filter the content provided from 
the content server to the first network device. The middleware filter includes information related 
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to the first network device, such as device specifications. The content sent by the content server 
includes meta data that defines content-related information, such as attribute-value pairs 
associated with the content. The meta data is preferably added to the content by the content 
server. The second network device receives the content sent from the content server. The 
5 middleware filter reads the meta data of the content received by the second network device, and 
applies rules to the read meta data and the stored information related to the first network device 
to determine if the content is to be forwarded to the first network device. If the middleware filter 
determines that the content should be forwarded, then the content is sent to the first network 
device. Otherwise, the content remains on the second network device and is not forwarded to the 

1 0 first network device. 

In one aspect of the present invention, a network of devices to filter synchronized data 
includes a content server to store content, a first network device, and a middleware filter coupled 
to the first network device and to the content server such that during a data synchronization, 
content is received by the middleware filter from the content server according to the data 

1 5 synchronization and the middleware filter selectively sends the received content to the first 

network device. The content sent by the content server can include meta data. The meta data can 
include a data type of the content. The middleware filter reads the meta data of the content 
received from the content server and sends the content to the first network device if the data type 
of the read meta data matches an authorized data type associated with the first network device. 

20 The middleware filter stores the authorized data type of the first network device. The meta data 
can include an authorized network device type. The middleware filter reads the meta data of the 
content received from the content server and sends the content to the first network device if the 
authorized network device type of the read meta data matches a network device type associated 
with the first network device. The middleware filter stores the network device type of the first 

25 network device. The meta data can be added to the content by the content server. The meta data 
can include data synchronization information corresponding to the data synchronization. The 
network of devices can also include a display coupled to the middleware filter to display the data 
synchronization information. The data synchronization can be a one-way data synchronization. 
The data synchronization can be a bi-directional data synchronization. The second network 

30 device can comprise a personal computer. The first network device can comprise a personal 

digital assistant. The content server can comprise a web server. The second network device can 
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comprise a server. The network of devices can also include a second network device coupled in 
between the content server and the first network device, wherein the second network device 
includes the middleware filter. The content server can include the middleware filter. 

In another aspect of the present invention, a network of devices to filter synchronized data 

5 includes a content server to store content, a personal digital assistant, and a personal computer 
coupled to the personal digital assistant and to the content server, wherein the personal computer 
includes a middleware filter such that during a data synchronization, content received by the 
personal computer from the content server according to the data synchronization is selectively 
sent to the personal digital assistant by the personal computer according to the middleware filter. 

1 0 The content sent by the content server can include meta data. The meta data can include a data 
type of the content. The personal computer reads the meta data of the content received from the 
content server and sends the content to the personal digital assistant if the data type of the read 
meta data matches an authorized data type associated with the personal digital assistant. The 
personal computer stores the authorized data type of the personal digital assistant. The meta data 

1 5 can include an authorized network device type. The personal computer reads the meta data of the 
content received from the content server and sends the content to the personal digital assistant if 
the authorized network device type of the read meta data matches a network device type 
associated with the personal digital assistant. The personal computer stores the network device 
type of the personal digital assistant. The meta data can be added to the content by the content 

20 server. The meta data can include data synchronization information corresponding to the data 
synchronization. The personal computer can display the data synchronization information. The 
data synchronization can be a one-way data synchronization. The data synchronization can be a 
bi-directional data synchronization. The content server can comprise a web server. 

In yet another aspect of the present invention, a method of filtering synchronized data 

25 includes determining content to be sent from a content server to a first network device during a 
data synchronization, sending the content from the content server to a second network device 
coupled between the content server and the first network device, wherein the second network 
device includes a middleware filter, selectively filtering the content according to the middleware 
filter, and sending the filtered content from the second network device to the first network 

30 device. The content sent from the content server can include meta data. The meta data can 

include a data type of the content. Selectively filtering the content can include reading the meta 
data of the content received from the content server by the middleware filter, matching the data 
type of the read meta data to an authorized data type associated with the first network device, and 



PATENT 
SONY-26500 

sending the content to the first network device if the data type of the read meta data matches the 
authorized data type associated with the first network device. The middleware filter stores the 
authorized data type of the first network device. The meta data can include an authorized 
network device type. Selectively filtering the content can include reading the meta data of the 
5 content received from the content server by the middleware filter, matching the authorized 
network device type of the read meta data to a network device type associated with the first 
network device, and sending the content to the first network device if the authorized network 
device type of the read meta data matches the network device type associated with the first 
network device. The middleware filter stores the network device type of the first network device. 

10 The meta data can be added to the content by the content server. The meta data can include data 
synchronization information corresponding to the data synchronization. The method cam also 
include displaying the data synchronization information. The data synchronization can be a one- 
way data synchronization. The data synchronization can be a bi-directional data synchronization. 
The second network device can comprise a personal computer. The first network device can 

15 comprise a personal digital assistant. The content server can comprise a web server. The second 
network device can comprise a server. 

In still yet another aspect of the present invention, a method of filtering synchronized data 
includes determining content to be sent from a content server to a first network device during a 
data synchronization, wherein the first network device includes a middleware filter, selectively 

20 filtering the determined content according to the middleware filter, and sending the filtered 

content from the content server to the first network device. The content sent from the content 
server can include meta data. The meta data can include a data type of the content. Selectively 
filtering the determined content can include reading the meta data of the determined content by 
the middleware filter, matching the data type of the read meta data to an authorized data type 

25 associated with the first network device, and sending the determined content to the first network 
device if the data type of the read meta data matches the authorized data type associated with the 
first network device. The middleware filter stores the authorized data type of the first network 
device. The meta data can include an authorized network device type. Selectively filtering the 
determined content can include reading the meta data of the determined content by the 

30 middleware filter, matching the authorized network device type of the read meta data to a 

network device type associated with the first network device, and sending the determined content 
to the first network device if the authorized network device type of the read meta data matches 
the network device type associated with the first network device. The middleware filter stores 
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the network device type of the first network device. The meta data can be added to the content 
by the content server. The meta data can include data synchronization information corresponding 
to the data synchronization. The method can also include displaying the data synchronization 
information. The data synchronization can be a one-way data synchronization. 

5 The data synchronization can be a bi-directional data synchronization. The first network device 
can comprise a personal digital assistant. The content server can comprise a web server. 
In another aspect of the present invention, an apparatus to filter synchronized data includes a 
middleware filter such that during a data synchronization, content is received by the apparatus 
from a content server according to the data synchronization, and the received content is 

1 0 selectively sent to a network device by the apparatus according to the middleware filter. The 
content sent by the content server can include meta data. The meta data can include a data type 
of the content. The middleware filter reads the meta data of the content received from the 
content server and sends the content to the network device if the data type of the read meta data 
matches an authorized data type associated with the network device. The middleware filter 

1 5 stores the authorized data type of the network device. The meta data can include an authorized 
network device type. The middleware filter reads the meta data of the content received from the 
content server and sends the content to the network device if the authorized network device type 
of the read meta data matches a network device type associated with the network device. The 
middleware filter stores the network device type of the network device. The meta data can be 

20 added to the content by the content server. The meta data can include data synchronization 

information corresponding to the data synchronization. The apparatus can also include a display 
to display the data synchronization information. The data synchronization can be a one-way data 
synchronization. The data synchronization can be a bi-directional data synchronization. The 
apparatus can comprise a personal computer. The network device can comprise a personal 

25 digital assistant. The content server can comprise a web server. The apparatus can comprise a 
server. 



BRIEF DESCRIPTION OF THE DRAWINGS : 

Figure 1 illustrates an exemplary network of devices. 
30 Figure 2 illustrates a first and preferred embodiment of the network of devices 

implementing the middleware filter according to the present invention. 

Figure 3 illustrates a preferred method of filtering synchronized data. 
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Figure 4 illustrates an exemplary block diagram of the internal components of the 
personal computer implementing the middleware filter illustrated in Figure 2. 

Figure 5 illustrates a second embodiment of the network of devices implementing the 
middleware filter according to the present invention. 
5 Figure 6 illustrates an alternative method of filtering synchronized data. 

Figure 7 illustrates a third embodiment of the network of devices implementing the 
middleware filter according to the present invention. 



DETAILED DESCRIPTION OF THE EMBODIMENTS : 

10 Embodiments of the present invention include a content server, a middleware filter and a 

first network device. The content server provides content to the first network device during a 
data synchronization between the two devices. The middleware filter selectively filters the 
content provided by the content server such that selected content is provided to the first network 
device. The middleware filter is preferably included within a second network device coupled 

1 5 between the content server and the first network device. In this manner, the second network 

device acts as a proxy for the first network device to receive the content provided by the content 
server. The content is preferably provided from the content server according to a subscription 
service between the content server and the first network device. The first network device is 
preferably a personal digital assistant (PDA) and the second network device is preferably a 

20 personal computer. The term "content" as used herein preferably refers to data of any data type, 
including but not limited to audio, video, graphics, text, and any combination thereof. In an 
alternative embodiment, the content server is coupled to the first network device, without the 
second network device coupled in between. The middleware filter is included within the content 
server, and the content is selectively provided from the middleware filter, on the content server, 

25 to the first network device. 

In the preferred embodiment of the present invention, content provided by the content 
server includes meta data that describes attributes of the content, such as the size of the content 
file and the data type. Attributes can also include information related to an end-user network 
device on which the content is to be used. The middleware filter preferably stores attributes, or 

30 specifications, of the network devices, such as the first network device, to which content received 
from the content server is to be sent during a data synchronization. The middleware filter uses 



-6- 



PATENT 
SONY-26500 

the meta data of the received content and the attributes of the first network device to selectively 
filter the content before the content is provided to the first network device. Selective filtering is 
preferably performed according to rules defined within the middleware filter. 

Figure 1 illustrates an exemplary network of devices including a content server 10, a first 
5 network device 20, and a second network device 30. The first network device 20 is coupled to 
the content server 10 via the network connection 15. The first network device 20 is coupled to 
the second network device 30 via the network connection 35. The content server 10 is coupled to 
the second network device 30 via the network connection 25. Network connections 15, 25, and 
35 can be of any conventional type including wired or wireless network connections. The 

10 content server 10 includes content which is to be provided to coupled network devices, including 
the first network device 20 and the second network device 30. The content is preferably 
provided as part of a subscription service, where the service is entered into as a service 
agreement between the content server 10 and a user. As part of the service, content is provided 
by the content server 10 to a network device during a data synchronization between the content 

1 5 server 1 0 and the network device. 

The present invention includes a middleware filter that selectively filters the content 
provided by the content server 10. Figure 2 illustrates a first and preferred embodiment of the 
network of devices implementing the middleware filter according to the present invention. 
Within the drawings, the same elements as to Figures 1-7 are labeled with the same numbers. In 

20 the preferred embodiment, the middleware filter resides on a proxy network device, where the 

proxy network device acts as a proxy for an end-user network device. The content is provided by 
the content server 10 to the proxy network device, where the middleware filter selectively filters 
the content ultimately destined for the end-user network device. In Figure 2, a personal computer 
(PC) 32 performs as the proxy network device, and a personal digital assistant (PDA) 22 

25 performs as the end-user network device. A middleware filter 34 resides within the PC 32. 

Content from the content server 10 is preferably sent over network connection 25 during a data 
synchronization process. The proxy network device, the PC 32, preferably manages the 
subscription service with the content server 10 and any necessary set-up for data transfer. Set-up 
includes establishing a data channel over the network connection 25. The specifications of the 

30 data channel may vary depending on the type of content sent. For example, where the content is 
a movie or a game, a movie channel or a game channel is established. Specific channels may 
correspond to specific output ports on the content server 10, or other various characteristics, as 
necessary. 
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Content provided by the content server 10 is preferably organized using XML. XML is a 
document mark-up language used for defining structured information. Meta data associated with 
the content is provided using tags that include attribute- value pairs. The meta data includes 
content-specific information such as content file size, content data type, content compatible 
devices, attributes of the content, and the like. Exemplary tags including meta data attribute- 
value pairs can take the form of: 

<content> 

<name> spiderman </name> 

<length> long </length> 

<device> PC </device> 
</content> 

The actual organization and arrangement of the meta data is application driven. The meta data 
can also include messages to be displayed to a user during data synchronization. Preferably, the 
display messages are displayed on the PC 32. Alternatively, the display messages are displayed 
on the PDA 22. The display messages preferably provide information related to the data 
synchronization, such as the data type of the content and any other attributes of the content. 

Data synchronization is preferably established between the PDA 22 and the content server 
10. Content to be synchronized is determined, and the determined content is sent from the 
content server 10 to the PC 32. The middleware filter 34 within the PC 32 receives the content 
and reads the meta data. The middleware filter 34 also includes device-specific information 
related to the PDA 22. Using the read meta data from the received content, and the PDA 22 
information, the middleware filter 34 applies rules to determine if the content is to be sent from 
the PC 32 to the PDA 22. An exemplary rule compares the data type of the content to the data 
types that the PDA is capable of running, or is authorized to run. If the PDA 22 is capable, or 
authorized, to run the data type of the content then the content is sent from the PC 32 to the PDA 
22. If the data type is not capable, or not authorized, to run on the PDA 22 then the content is not 
sent to the PDA 22. Another exemplary rule compares a device type of the PDA 22 with the 
device types the content is capable, or authorized to run on, as indicated in the meta data of the 
content. If there is a match, the content is sent to the PDA 22. If there is not a match, then the 
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content is not sent to the PDA 22. In this manner, the content received by the PC 32 is 
selectively filtered by the middleware filter 34, such that only select content received by the PC 
32 is sent to the PDA 22. 

Data synchronization can also be performed where the content is first sent from the 

5 content server 10 the PC 32, and then second, at a later time, the PDA 22 synchronizes with the 
PC 32 and the filtered content is sent to the PDA 22 from the PC 32. 

This preferred method of synchronizing data is particularly advantageous when the end- 
user network device, such as the PDA 22, does not know the data type of the content being sent 
from the content server 10. 

10 Figure 3 illustrates a preferred method of filtering synchronized data. The preferred 

method relates to the preferred network of devices illustrated in Figure 2. The preferred method 
starts at the step 200. At the step 210, content to be sent during a data synchronization between 
the content server 10 and the PDA 22 is determined. At the step 220, the determined content is 
sent from the content server 10 to the PC 32. At the step 230, the middleware filter 34 within the 

15 PC 32 selectively filters the content received by the PC 32 at the step 220. At the step 240, the 

filtered content is sent from the personal computer 32 to the PDA 22. The preferred method ends 
at the step 250. 

An exemplary block diagram of the internal components of the personal computer (PC) 
32 is illustrated in Figure 4. The PC 32 includes a central processor unit (CPU) 120, a main 

20 memory 130, avideo memory 122, amass storage device 132, amodem 136, and anetwork 

interface circuit 128, all coupled together by a conventional bi-directional system bus 134. The 
interface circuit 128 includes a physical interface circuit 142 for sending and receiving 
communications over the network connection. The physical interface circuit 142 is coupled to 
the content server 10 and the PDA 22. In the preferred embodiment of the present invention, the 

25 interface circuit 128 is implemented on a network interface card within the PC 32. However, it 
should be apparent to those skilled in the art that the interface circuit 128 can be implemented 
within the PC 32 in any other appropriate manner, including building the interface circuit onto 
the motherboard itself. It should also be apparent to those skilled in the art that more or less 
network connections can be provided by the interface circuit 128 than the two network 

30 connections illustrated in Figure 3. The interface circuit 128 provides a preferred high-speed 
connection to the Internet, intranet, or other dedicated network. The network interface circuit 
128 also provides an interface for the PC 32 to perform data synchronization. Alternatively, the 
modem 136 provides a dial-up connection via the public switched telephone network (PSTN) to 
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access the Internet. The mass storage device 132 may include both fixed and removable media 
using any one or more of magnetic, optical or magneto-optical storage technology or any other 
available mass storage technology. The system bus 134 contains an address bus for addressing 
any portion of the memory 122 and 130. The system bus 134 also includes a data bus for 
5 transferring data between and among the CPU 120, the main memory 130, the video memory 
122, the mass storage device 132, the modem 136, and the interface circuit 128. 

The PC 32 is also coupled to a number of peripheral input and output devices including 
the keyboard 138, the mouse 140 and the associated display 1 12. The keyboard 138 is coupled to 
the CPU 120 for allowing a user to input data and control commands into the PC 32. A 
10 conventional mouse 140 is coupled to the keyboard 138 for manipulating graphic images on the 
display 1 12 as a cursor control device. 

A port of the video memory 122 is coupled to a video multiplex and shifter circuit 124, 
which in turn is coupled to a video amplifier 126. The video amplifier 126 drives the display 
1 12. The video multiplex and shifter circuitry 124 and the video amplifier 126 convert pixel data 
15 stored in the video memory 122 to raster signals suitable for use by the display 1 12. 

The middleware filter of the present invention is preferably implemented as software, 
which utilizes the memory and processing capabilities of the network device on which it is 
installed. In the preferred embodiment, the middleware filter is installed on the personal 
computer 32. 

20 Figure 5 illustrates a second embodiment of the network of devices implementing the 

middleware filter according to the present invention. In the second embodiment, the PDA 22 is 
coupled to a content server 12 via the network connection 15. The content server 12 is the same 
as the content server 10 with the addition of a middleware filter 14. The middleware filter 14 
operates in a manner similar to that of the middleware filter 34 described in relation to Figure 2. 

25 In the second embodiment illustrated in Figure 5, the content server 12 manages the subscription 
service with the PDA 22 and any necessary set-up for data transfer. 

In the second embodiment, data synchronization is preferably established between the 
PDA 22 and the content server 12. Content to be synchronized is determined. The meta data of 
the determined content is read by the middleware filter 14. Using the read meta data from the 

30 determined content, and the stored PDA 22 information, the middleware filter 14 applies rules to 
determine if the content is to be sent from the content server 12 to the PDA 22. In this manner, 
the content to be synchronized between the content server 12 and the PDA 22 is selectively 
filtered by the middleware filter 14, such that the PDA 22 only receives select content. 
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Figure 6 illustrates an alternative method of filtering synchronized data. The alternative 
method relates to the alternate network of devices illustrated in Figure 5. The alternative method 
starts at the step 300. At the step 310, content to be sent during a data synchronization between 
the content server 12 and the PDA 22 is determined. At the step 320, the middleware filter 14 
5 within the content server 12 selectively filters the content determined at the step 310. At the step 
330, the filtered content is sent from the content server 12 to the PDA 22. The alternative 
method ends at the step 340. 

Figure 7 illustrates a third embodiment of the network of devices implementing the 
middleware filter according to the present invention. In the third embodiment, the PC 32 of 
10 Figure 2 is replaced by another server 36. In this case, the server 36 performs as a distribution 
point for the content stored in the content server 10. The server 36 includes a middleware filter 
38. The selective filtering of content transferred during a data synchronization between the 
content server 10 and the PDA 22, is similar to that described in relation to the first embodiment 
illustrated in Figure 2. 

15 In operation, a content server provides content to a first network device. During data 

synchronization between the content server and the first network device, content to be 
synchronized is sent from the content server to the first network device via a second network 
device. The second network device is coupled in between the content server and the first 
network device. The second network device includes a middleware filter to selectively filter the 

20 content provided from the content server to the first network device. The middleware filter 
includes information related to the first network device, such as device specifications. The 
content includes meta data that defines content-related information, such as attribute- value pairs 
associated with the content. The meta data is preferably added to the content by the content 
server. The second network device receives the content sent from the content server. The 

25 middleware filter reads the meta data of the content received by the second network device, and 
applies rules to the read meta data and the stored information related to the first network device 
to determine if the content is to be forwarded to the first network device. If the middleware filter 
determines that the content should be forwarded, then the content is sent to the first network 
device. Otherwise, the content remains on the second network device and is not forwarded to the 

3 0 first network device. 

The present invention has been described in terms of specific embodiments incorporating 
details to facilitate the understanding of the principles of construction and operation of the 
invention. Such references, herein, to specific embodiments and details thereof are not intended 
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to limit the scope of the claims appended hereto. It will be apparent to those skilled in the art 
that modifications can be made in the embodiments chosen for illustration without departing 
from the spirit and scope of the invention. Specifically, although the aforementioned 
embodiments of the present invention have been described in relation to a one-way data 
5 synchronization from the content server to the first network device, data synchronization can also 
be bi-directional. 
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